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Introduction to Security Administration

« Each company doing business with National Fuel's Gas Measurement department is assigned an entity number when
their account is created within the GM-LP Accounting System (GM-LP). These accounts are unique to each company’s
legal operating name.

 GM-LP allows for company accounts to be placed into production groups so that a single Security Administrator (SA)
may monitor multiple companies’ information and users. This functionality is particularly useful for parent and subsidiary
company affiliations.

 An SA may be assigned at the production group level or the individual account level within GM-LP.

* SAs have been designated by each company with an account in GM-LP via the Security Administrator Request Form
that was sent out beginning in November 2017.

 Changes to SAs must be made by contacting a member of the National Fuel Gas Measurement department and
requesting a new Security Administrator Request Form.
* This form will allow current SAs to be removed and new SAs to be added.
» SA changes will be processed by the National Fuel Information Services department.

» Designated SAs have the ability to perform the following functions through their web based access to GM-LP:
« Add and maintain user contact information
« Assign and maintain roles for user accounts
» Reset passwords/unlock user accounts
* Create and execute agency agreements (separate training materials provided)
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Security Administration Menu

This will be the home screen that appears after you log-in to GM-LP:

Mo~ v [ @k v Pagew Safety~ Tools~ @~

File Edit
=
Select Measurement National Fuel
SUPPLY CORPORATION

Activities to expand
the menu option

[ Measurement Activities
‘— Change My Password

— My System Profile

GM - LP Accounting - S
Sign out

Home Add to Favorites |

Once you have expanded the Measurement Activities menu the following options will be displayed:

| cormi88)/psp/GMST/NFSBSGM/SBSTST/S/WEBLIE PTPP.S O~ & | & Base Navigation Page
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SUPPLY CORPORATION

Administration to expand
the menu option

- Security Administration

— Security Admin Summary
— NFG Empire Home
—NFG Supply Home

— NEG Home

— NFG Supply Site Map

|- Change My Password
stem Profile

Home | AddioFavortes | Signout
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M’ Measurement Activities
Measurement Activities

peseny Security Admin Summary

View a summary of all roles and roles assigned o users of producer groups and producers.

[ﬁ NEG Empire Home NEG Supply Home

[ﬁ NEG Su

. - /47' Security Administration
Site Ma V - Maintain agency agreements and user permissions.
= [ Agency
= Mainiain Users

ﬁ% NEG Home
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All blue text represents a
link that can be used for
navigation

[~ Measurement Activities
t=1Secunty Administratio
I» Agency
=Mncnlkes
— Security Admin Summary
— NFG Empire Home

Home | AddioFavortes | Signout

Main Menu = Measurement Activities =

=] z e 3

L/ Security Administration

aintain agency agreements and user permissions.
“ Age

Create and maintain agency agreements.

* [ Create Anency Agreement
= Maintain Agency Aqreement

== Maintain Users
E Maintain security administrator users for producers.
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How to add users

To add users select Maintain Users from the Security Administration menu

(& http:/srymaindd web natfuslicom 38/ psp/GMST/NFSBSGM/SE5TST/S/WEBLIBLPTRP.S 2 ~ € | & Base Navigation Page

File Edit View Favorites Tools Help
i i - - [ @b v Pagev Safetyv Toolw @@~

National Fuel GM - LP Accounting - 51
SUPPLY CORPORATION Home | AddtoFavorites | Signout

Select Maintain Users to
Measurement Activities

H B Security Administration) |~/ Security Administration
expand the menu option e - ‘Y
— Maintain Users
— Security Admin Summary
— NFG Empire Home

enu = Measurement Acfivifies =

lzintain agency agreements and user permissions.
S Age

== Maintain Users

Create and maintain agency agreements. ﬁ Maintain security administrator users for producers.
[= Create Agency Agreement

= Maintain Agency Agreement
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I Measurement Activities
e e O

Maintain Users | Summary

: ‘ Producer Group ID PRDGRP10321 National Fuel Gas (Test) ‘
— Security Admin Summary

~ NFG Empire Home
~ NFG Supply Home

— NFG Home
— NFG Supply Site Map jonesf Fred Jones BANTTT-TTTT baumanj@natfuel.com Edit User Data User Functions Change Pswd/Unlock
‘ 1 — Change My Pazsword
Select ‘Add User

— My System Profile
I | Add User E I

L\Return to Search

Maintain Users | Summary




How to add users

Once you have selected the ‘Add User’ option the following Contact Maintenance screen will be displayed:

L
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k= Measurement Activities
= Security Adminisiration
[» Agency
— Maintain Users
— Security Admin Summary
Input data for the new 5 e
contact into the applicable | -NFG Supply Home

. — NFG Home
fields. — NFG Supply Site Map
— Change My Password
— My Syztem Profile

Note that fields denoted
with an (*) are required.

Select ‘Save’ to keep
inputs or ‘Cancel’ to
discard. Both options will
direct you back to the
Maintain Users menu.

Contact Maintenance

Producer Group ID PRDGRP10321

Mame: Blake Dzphne

*First Name: |Daphne |

Middle Name: | |

*| ast Name: |Blake |

Title: Suffix: l:l

*Address 1: |1234 Sfate Street

Address 3 |

|
Address 2: | |
|
|

Address 4: |
*Country: Q
*State: Q

“City: Zip Code:

Af least one phone number is required

Work Phone: [814777-7777| Ext: (0002 |

Alternate Phone: | | Ext.: |

24 Hour Phune:| | Ext.: |

Cell Phone:

[ ]
Fax Number: I:I
[ ]

Pager:

*Email Address: |blaked@qmail.com

Alternate Email: |

IM Address: |

Save \er Cancel |




How to maintain user contact information

The following is the Maintain Users menu which will display all contacts assigned to a production group/individual account:

@ httpwsmmainmweﬁnaﬁudm%fpspfﬁMSTfNFEEEGMJ’SESTST{:!HF{)M_GMjEﬁP ~Q @ Maintain Users

File Edit View Favorites Tools Help
B

National Fuel

SUPPLY CORPORATION

Note: User IDs are created automatically by the system when roles are assigned to users.
= Measurement Activities
w2 Security Administration

Maintain Users | R . Assigning roles will be covered later in the training.
I AQEncy

— Maintain Users Producer Group ID-PRDGRP10321 MNational Fuel Gas (Test)
— Security Admin Summary
— NFG Empire Home era.
— NFG Supply Home
— NFG Home

— NFG Supply Site Map Daphne Blake B14FTT-TTTT 0002 blaked@gmail.com Edit Uzer Data LIser Functions
— Change My Password Fred Jones 814FTI-IviT baumanj@natfuel.com Edit Uzer Data User Functions Change PswdiUnlock

— My System Profile

Add User |

&AReturn to Sesrch |

Maintain Users | Summary
To maintain user contact information select the ‘Edit User Data’ link

next to the applicable user you wish to make changes for. This link will
open the Contact Maintenance screen (as seen in the previous slide)
allowing changes to be made to the users contact information.
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How to assign and maintain roles for user accounts

The following is the Maintain Users menu which will display all contacts assigned to a production group/individual account:

@ httpwsmmainmweﬁnaﬁudm%fpspfﬁMSTfNFEEEGMJ’SESTST{:!HF{)M_GMjEﬁP ~Q @ Maintain Users

File Edit View Favorites Tools Help

%
Oational Fuel

SUPPLY CORPORATION

Note: A designated SA has the ability to assign or change roles for all users assigned to a production
group/individual account. For purposes of this training, the designated SA is Fred Jones.

= Measurement Activities

— Security Administration Maintain Users | Summany

I AQEncy
Producer Group ID PRDGRP10321 National Fuel Gas (Test)
— Security Admin Summary
— NFG Empire Home 12 of 3
= Eig ﬁ” Home Locked? |[First Name Last Name [Phone Ext [E-mai
- ome
— NFG Supply Site Map Daphne Blake B14FTT-TTTT 0002 blaked@gmail.com Edit Uzer Data LIser Functions
= Dhanuemhﬁ%ﬁwum jonesf Frad Jones B14FTT-TTTT baumanj@natfuel.com Edit User Data User Functions Change Pswd/Unlock
~ My System Profile
Add User |
&AReturn to Sesrch |
Maintain Users | Summary . . .
To assign or change roles select the ‘User Functions’ link

next to the applicable user you wish to view roles for.
This link will open the Function Maintenance screen
allowing roles to be assigned or changed.




How to assign and maintain roles for user accounts

The following is the Functional Maintenance screen which will display all roles available to be assigned for a selected user:

This area will always
display the individual
account and roles
that may be assigned
for the user. If more
than one account is
within the Production
Group each will be
displayed. This
provides the option
to assign roles based
on an account by
account basis but
allows the SA to
maintain all roles for
a user within a single
screen.

Function Maintenance

Preducer Growp ID PRDGRP10321 National Fuel Gas (Test) ‘

National Fuel
BUPPLY CORPORATION

= iy Ackorin S
- NFG Empire Home Mame: EBlsks Daphne
v Address: 1234 State Srast Work Phone: 814777-7777 Ext: D002
— NFG Home
— NFG Supply Site Ms: Address 2: Alternate Phone: Ext.:
- Change My Password Address 2: 24 Hour Phone: Ext.:
S Profile
Address 4: Cell Phone:
Country: USA Fax:
State: PA Pager:
City: Erie Zip Code: 16501

Email Address: blaked@gmail.com

Alternate Email:

Edit User infe IM Address:
RHCH AT National Fuel Gas (Test) Remember only National Fuel’'s Information Services
department may activate an SA after the completion of
Securty Adminisiretor (SA) ! » a Security Administrator Request Form.
Producers
9909 National Fuel Gas (Test)
[Roles
LI Atlccation Statamenis O Legat (Primary)
. . [ Emergeney (Frimary}
D Enter Readings andior Volumes Thls area dlSplayS a“
. [ Emergency (Atternate)
= roles that are available o
(Gas Froduction Report . Field (Primary)
S to be assigned to the
O Fisld (aliemate)
[ Securiy Adminisiration Report selected user.
0 Tum Off Notif (Primary)
[ securty Administrator (54) L] Tum Off Mot (Altermste)
[ ragivel web Entry (Primary)
D View Readings and/or Yolumes D RdgiVol Web Eniry [Alternate]

Save Cancel I
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How to assign and maintain roles for user accounts

The following is the Functional Maintenance screen which will display all roles available to be assigned for a selected user:

e Bl @ hitp:/fsrvmainddd web natfuel.com:88/psp/GMST/NFSESGEM/SBSTST/c/NFOM_GM SEC O ~ & & Maintain Users

File Edit View Favorites Tools Help
W

Dational Fuel . |

SUPPLY CORPORATION
—
e TP —— Function Maintenance
= Security Administration

[> Agency

— Enter Readings
— Enter Monthly Volumes Name: Blake Daphne
— Enter Daily Volumes T . .

Enter Daily Volu Address: 1254 State Street Work Phone: 514(T77-TT77 Ext: 0002
— View Readings

S R G i In addition to roles being assigned for

= View Volumes by Month Address 3: 24 Hour Phone: Ext.:

— View 12 Monihs \olumes N — Cell Phone:
~ Allocation Slalemens i i the selected user, contact types may

ottt state: P pager: also be assigned using this screen.

— NFG Empire Home
— NFG Supply Home City: Erie Zip Code: 16501

— NFG Home 7 2
— NFG Supply Site Map Email Address: blaked@agmail.com

e R i Each contact type has a primary and
e s an alternate listed. Only one primary
may be listed for each contact type per
account. If there is only one user
assigned to an account, they will be
the designated SA and will

automatically be assigned the primary

Producer Group ID PRDGRP10321 National Fuel Gas (Test) User D blaked

PRDGRP10321 National Fuel Gas (Test)

This role allows the user to access the Meter
Allocation Statements or the Pocl Agent
Reports on the NFG GM_LP website.

Contact Types

Meter Allocation Statement: Monthly

For a brief description of Appatachion prouser hat detae miomlicn e for all contact types.
h f t | It by meter regarding the volume i_)l gas Fnat s o =
t e UnC |Ona y produced and allocated on a daily basis. D Einemencyiman
associated with each of 7| s m Note: If an SA has been automatically
the roles simply hﬁ"er | Bl it e o s w0 assigned as a primary contact type but
0ol - .
your cursor over the role. b mpp— does not wish to be the primary
[ Setumty Baminetalion Repat
SRR AT R 1 Tum o Mot (erimary) contact they must add a new user to
S TE T [ Tum off Nott (Aterate) the account and change the contact
0 Ragrvol web Entry rimary) type to the new user.
L e entrus st Wi W Rag/vol web Enty (termate)
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How to assign and maintain roles for user accounts

The following is a section of the Functional Maintenance screen which will display all roles available to be assigned for a selected user:

As roles are assigned to a user for the first time, the —— Set User Password
system will recognize that a user ID must be created Password: | ]
and the ‘Set User Password’ option will appear. Confirm Password: | ]

The initial password will be set by the SA and later
changed by the user after their initial log-in.
Passwords are required to be 8 characters in length
and must contain 1 uppercase letter, 1 lowercase
letter, and 1 number.

PRDGRP10321 National Fuel Gas (Test)

w

99499 Mational Fuel Gas [Test)
M ascaton Statements L1 Legal (Primary)
- L] Emergency (Primary)
T ke P e ok To assign roles or_contact
types for a user, simply L] Emergency (atemate)
B s e i select the box next to the O] Fiaid (Primary)

desired option. A

Note: The roles ‘Enter Readings and/or Volumes’ and [ Security Adminisiration Repart checkma_rk W”_' appear e m‘;“'_

. . . Tum Mot (Prem:
‘View Readings and/or Volumes’ will prompt an when an item is selected. Tym Off Notf (Primary)
additional selection for all meters or specific meters. [ Sacurity Administrater (S4) LI Tum Off Notif (Anermate)
This option provides an additional layer of security for m A e s
the account by allowing the SA to restrict access by B2 e Rasdinag andler Votames (AR Metacs? i i

meter. See the next slide for instructononhowto  pwoeOQMMQS| — ~——H—~~ T l—
assign roles for a specific meter.

Zave | Cancel |
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How to assign and maintain roles for user accounts

To restrict user access to a specific meter for the ‘Enter Readings and/or Volumes’ and ‘View Readings and/or Volumes’ roles:

9999 National Fuel Gas (Test) 9999 MNational Fuel Gas (Test)
M allocation Statements 1 snocation S ents

M zas Production Report |:>

[ Emter Readings andior Wolumes

BA
1 Security Administratiom Report
| |

[ security Administraton Report E?
2. In the *type’ drop
Security Administrator (SA%)
[ Secuivty Addmiestiator (541 1. Uncheck the all meters box down box select meter
B v Readings andfor Wolumes ] an meters? |
& wiew Readings snd/or Volumes (! All Meters? — Wieter ) [
[ ¥ F B B
— I —
9999 National Fuel Gas (Test) 86 National Euel Gas (Tes: “TeekUpkey 3. Select the
e e magnifying
M 4. To assign multiple meters (but not || = ssee e 7 atossten smtemens L glass for the
O Enter Readings andior Volumes ALL meters)’ seleCt the ‘+, to add a Search Results ‘*Key’ fleld SO
e A new row and repeat StepS 1-4 as i First [l 13003 ] Last thata pop-up
[ Descripfion | I
¥ Gss Production Report necessary- NSP134[I]|2NsﬁcFueI Gas Test of a” active
EDP1444311 National Fus| Gas Test meters for the
) B ) ESP 1334455 Mational Fusl Gas Test
H smensmmommmise - Note: To remove a meter select the '~ account
— sign next to the meter number. displays.
Security Administralor (34) Se|eCt the
_ desired meter
W] wiew Readings andier Volumes [l an Meters?
________ ngs sndlor Volumes Pﬁ T Ea [ Roghvol Web Entry (Altersie to aSSig n.
:
\—g;}[a new row at row 1 (Alt+7) h




How to assign and maintain roles for user accounts

To restrict user access to all meters for a Company for the ‘Enter Readings and/or Volumes’ and ‘View Readings and/or Volumes' roles:

Note: This feature
may not apply to all
Producer accounts
as meters may all be
within one National
Fuel business unit,
such as Distribution,
Supply, or Empire.

(] security Administration Report

[ View Readings andlor Volumes

] Allocation Statements

[] Gas Production Report

[] security Administration Report

[ ] view Readings and/or Volumes

1. Uncheck the all

meters box

=)

L] security Administration Report

|:| View Readings and/or Volumes

[ All Meters? E
[ All Meters for Company v | a [+ =

2. In the *type’ drop
b down box select Al
Meters for Company

Enter Readings andfor Volumes ] All Meters? *Type “Key |_[_
[All Meters for Company v |[NFGDC x| ﬁE

(1 gas Producton Repor 4. To assign multiple companies or meters,
select the ‘+’ to add a new row and repeat
steps 1-4 as necessary.

Contact Types

Lhdd a new row at row 1 (Alt+7) haw

Note: To remove a company or meter select
the ‘-’ sign next to the meter number.

L Field (Atiermat

Look Up Key

Search by: Key DE{ Drag to move l

Look Up I Cancel IAdvanced Lookup

Search Results
View 100 First [l 1303 [ Last

All Meters for Company |Description
EMPIRE Empire
NEGDC Distribution
NFGSC Supply

3. Select the magnifying glass for the “*Key’ field so that a pop-up of all meters by
Company for the Producer account displays. Select the desired company to assign.



How to assign and maintain roles for user accounts

The following is a section of the Functional Maintenance screen which will display all roles available to be assigned for a selected user:

(& http//srvmainddd.web natfuel.com:58/ psp/GMST/NFSBSGM/SBSTST/c/NFOM GM_SEC O ~ & | @ Maintain Users

File Edit View Favorites Tools Help

5

National Fuel
SUPPLY CORPORATION

e [ Function Mamntenance |

= Security Administration
'3 ﬁeng

s o

~ NFG Empire Home C Eame' Siske Daprne

Producer Group ID PRDGRP10321 National Fuel Gas (Test) |

) :49&?—:::2 ﬁ‘;m; S Address: 1224 State Street Work Phone: 814777-T777 Ext: 0002
Once all desired roles = = s At e e
h ave b een A";;::;; - cell Pln;:;
assigned/updated, = o o Pager

Email Address: blaked@gmail.com
Alternate Email:
Edit User Info IM Address:

password has been set

(if applicable), and T Note: This ‘Set User Password’ box
contact types have e will only display the first time a user is
been assigned, select e assigned roles. The Maintain Users
‘Save’ to keep InpUtS or PRDGRP10321 National Fuel Gas (Test) menu contains the Option to reset

‘Cancel’ to discard.
Either option will direct
you back to the

passwords/unlock accounts for all
current users.

Security Administrator (S4)

. R 9099 National Fuel Gas (Test)
Maintain Users menu. R R oty
[ aliogation Statements [ Legal (Primary)

] View Resdings sndior Velumes [ Al Meters?

T [Weter | [POPisssznn |y [+ [=]
|
|[Meter ~| [PsP1aa44ss | =+ =]
|
S e
_f
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The following shows the warning message that will display if a primary contact type is changed:

W

How to assign and maintain roles for user accounts

The contact type Legal (Primary) was removed from existing user(s) for Producer B850, (26010,851)

This contact type may only be assigned to one user af a time for & given entity.

_% |

Remember only one user can be
listed as a primary for each
contact type. If the primary is
changed this warning message will
be displayed by the system to alert
you. If the change was not
desired, select the ‘User
Functions’ link for the user you
wish to make the primary and
follow the instructions as noted in
the previous slides.



How to assign and maintain roles for user accounts

The following is a summary of users which is displayed by selecting the Summary tab on the Maintain Users menu:

National Fuel .

SUPPLY CORPORATION
[ |
= Measurement Activities . T
= Security Administration | Maintain Users Summary
[ Agency
— Maintain Users | Producer Group ID: PRDGRP10321 National Fuel Gas (Test) ‘

— Enter Readingz

— Enter Monthiy Volumes Producer Groups

— Enter Daily Volumes

This Summary tab provides the - E;szgg:f:::;:mm EHEOE National Fuel Gas (Test)
. . . — MW WVOIUmES DYy oles

SA with a quick glance overview - Yew 12 Mooins Uglymes sccunty Admimretator (581
of all users and their assigned ~ Sceuniy Admin Summary Jones Fred
roles and contact types by NG tome C

. . . . - upply Site Map -
production group and individual _cn’;ﬁfeimgag.:{fu;‘a 9993 NationalFuel Gas (Test) _ ___
account. This makes review quick _ _

Allocation Statements Legal (Primary)

and easyl Blake Daphne Blake Daphne

Jones,Fred Emergency (Primary)

Enter Readings and/or Volumes Jones, Fred

Jones Fred

Emergency [Alternate)
Jones,. Fred

Blake Daphne

This summary is particularly
helpful for monitoring the primary
contact types as only one may be
assigned.

Gas Production Report
Blaks, Daphne
Jones.Fred

Field {Primary)

Jones Fred

Field (Alternate)

Security Administration Report BlakeDaphne

Turn Off Motif (Primmary)
EBlake, Daphne

Security Administrator (SA)

Turn Off Motif (Alternate)

View Readings andior Volumes
Blake.Daphne
Blake Daphne RdgVol Web Entry (Primary)
Jones Fred

Rdg/Vol Web Entry (Alternate)
Blake ,Daphne




How to reset passwords/

unlock user accounts




How to reset passwords/unlock user accounts

The following is the Maintain Users menu which will display all contacts and the options available to the SA to maintain their accounts:

As previously shown, this screen
allows the SA to add users, edit

contact information, and maintain
s roles and contact types.

National Fuel

SUPPLY CORPORATION

Menu o Additionally, this screen allows the
[ —]

S SA to remove a user by sele_ctlng_
LA | . the ‘Remove’ button. A warning will
Producer Group ID PRDGRP10321 National Fuel Gas (Test) ‘

appear stating that the user and all
roles and contact types associated
with the company will be removed.

A ‘yes’ or ‘no’ option will be
s available.
Bretmto seah | Dational Fuel

SUPPLY CORPORATION

— NFG Empire Home
— NFEG Supply Home
— NFG Home

— NEG Supply Site Map Daphne Blake B14TTT-TTTT 0opD2  blasked@gmail.com Edit User Diats User Functions Change Pswd/linlock: Remove

— Change My Password :
— A tem Profile i Fred Janes B14TTT-TITT baumanj@natfuel.com Edit User Dats User Functions Change PswdUniock

Maintsin Users | Summary

Remember passwords must be 8 |- Measurement Actvties The SA is responsibility for assisting users with
Security Administrati .
characters in length and contain 1 e — UseriD blakeda Daphne Blake account log-in issues, such as forgotten passwords or

uppercase letter, 1 lowercase letter, and e : locked accounts.
1 number. ~ Enter Monthly Volumes New Password: | e |

e s | confimpassword: resessensense | Fpassyord Expired? An SA can reset a users password by selecting the

Passwords are required to be ~ Ve Vohmes by o Claccoun ocked 0wt ‘Chang Pswd/Unlock’ link and entering a new

~ View 12 Months Volumes password. If the ‘Password Expired?’ or ‘Account

- Allocation Statements Save | Cancel |
changed every 90 days. - Production Reports Locked Out?’ boxes are checked the SA must uncheck
ot them prior to selecting save

After 5 failed log-in attempts a - NFG Supol Home

. — NEG Home
users account will become - NFG Supoly Sie Map
— Change My Password
IOCkEd - My System Profile
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End.

Still have questions?
Contact Tracey Williams, GM System Administrator,

at 716-857-6921 or williamst@natfuel.com





